
CHAPTER I 
INTRODUCTION

1.1 Background 

In today's information age, the world of education has shifted very tough competition because along with the increasing number of higher education, both State University and private universities, which rely on utilizing Information Technology to support the course of the academic activities of daily
Pasundan University is a university that upholds the values ​​of science, the Islamization and Sundanese culture. The Strategic Plan of Pasundan University in 2008-2012. Pasundan University has determined that the vision is to be internationally ranked academic community that upholds Islamic Sundanese culture in the year of 2021. One of the requirements celebration on Good University Governance and improved access to Pasundan University by the shareholders wherever its place. 


Before Pasundan University has created Integrated Information Systems in 2008, it used to use a program which is called “Sistem Informasi kurikulum Akademik Program (SIKAP)”, that means in English language “Information Systems Curriculum Academic Program”, which was very limited to use to write the information because it was used as manual. This program was used in 1990-2008 But now Pasundan University has created a web-based technology called Integrated Information Systems (IIS). That consists of four sub-systems, namely Academic Information Systems, Financial Information Systems, Information

 Systems Infrastructure and Human Resources Information Systems, of the four sub-systems that exist in IIS, until now, the only academic information systems that run completely on the faculty of engineering. Management of Academic Integrated Information system of Pasundan University want to run it well so, they requires that the user to access and get information from the web-technology. The current system of Pasundan University is web-based technology; this new technology is created to be accessed from the data so, the students, lectures, and students’ parents can get the information from that technology such as attendance and transcripts  because if the parents wants to know whether his/her son/daughter attendants the class regularly. 


The current system of Educational Administration subdivision, Faculty of Engineering, Pasundan University is to input data in the database so as to be accessed by the students, lectures, and parents, this subdivision makes these services such as:

1 Form filling Study Plan

a. Form a study plan

b. Schedule of lectures

2 Lectures

a. Lecturer and student attendance

b. Mid Semester Exam / Semester Final Exam
3 Value

a. Card Study Results

b. Academic Transcript


Therefore, Pasundan University needs to measure the maturity level for organizational survival, and may improve the quality of education to compete in the market. It would be a challenge for management Organization to create

 breakthrough and began to develop methods and new applications to cope with the increasing competition in the future.

All that can be done if management is able to make decisions based on information which is accurate, effective, relevant, and timely, Information as a decisive element in decision making, both by the management of Pasundan University and other interested parties with Pasundan Univerisity.

The presence of technology, used by many businesses to make a profit in the form of material and nonmaterial, such as efficiency in conducting business organizations, one of technology that is widely used in the world of business is information technology.

Information technology (IT) develops in line with the development of IT infrastructure, such as hardware, software, data storage technologies, and information communications technology (Loudon in Noviari, 2008)... In addition, the utilization of information technology in performing their duties, the measurement is based on intensities' use, frequency of use, and the number of applications or software used (Thompson, et al in Jin, 2003:3). Information technology led the company on favorable conditions, such as the ease of entering the market, product differentiation, and cost efficiency (Konttinger in Wirjono, 2010). Internal parties here include the managers and staff within the organization, while external parties including government, customers, and society as a whole. At first the organization's information system is done entirely by humans, then in line with the development of technology, information systems manual is done entirely by humans began transformed into computerized based on a system.

The role of information technology (IT) control and audit has become a critical mechanism for ensuring the integrity of information systems (IS) and the reporting of organization finances to avoid and hopefully prevent future financial fiascos such as Enron and WorldCom. Global economies are more interdependent than ever and geopolitical risks impact everyone. Electronic infrastructure and commerce are integrated in business processes around the globe. The need to control and audit IT has never been greater.

Initially, IT auditing (formerly called electronic data processing (EDP) computer information systems (CIS), and IS auditing) evolved as an extension of traditional auditing. At that time, the need for an IT audit function came from several directions
· Auditors realized that computers had impacted their ability to perform the attestation function.

· Corporate and information processing management recognized that computers were key resources for competing in the business environment and similar to other valuable business resource within the organization, and therefore, the need for control and auditability is critical.

· Professional associations and organizations, and government entities recognized the need for IT control and auditability.

The early components of IT auditing were drawn from several areas. First, traditional auditing contributes knowledge of internal control practices and the overall control philosophy. Another contributor was IS management, which provides methodologies necessary to achieve successful design and implementation of systems. The field of behavioral science provided such questions and analysis to when and why IS are likely to fail because of people problems. Finally, the field of computer science contributes knowledge about control concepts, discipline, theory, and the formal models that underlie hardware and software design as a basis for maintaining data validity, reliability, and integrity.

IT auditing is an integral part of the audit function because it supports the auditor's judgment on the quality of the information processed by computer systems. Initially, auditors with IT audit skills are viewed as the technological resource for the audit staff. The audit staff often looked to them for technical assistance. As you will see in this textbook, there are many types of audit needs within IT auditing, such as organizational IT audits (management control over IT), technical IT audits (infrastructure, data centers, data communication), application IT audit (business/financial/operational), development/implementation IT audits (specification/ requirements, design, development, and post-implementation phases), and compliance IT audits involving national or international standards. The IT auditor's role has evolved to provide assurance that adequate and appropriate controls are in place. Of course, the responsibility for ensuring that adequate internal controls are in place rests with the management. The audit's primary role, except in areas of management advisory services, is to provide a statement of assurance as to whether adequate and reliable internal controls are in place and are operating in an efficient and effective manner. Therefore, whereas management is to ensure, auditors are to assure.

Today, IT auditing is a profession with conduct, aims, and qualities that are characterized by worldwide technical standards, an ethical set of rules (Information Systems Audit and Control Association [ISACA] Code of Ethics), and a professional certification program (Certified Information Systems Auditor [CISA]). It requires specialized knowledge and practicable ability, and often long and intensive academic preparation. Often, where academic programs were unavailable, significant in-house training and professional development had to be expended by employers. Most accounting, auditing, and IT professional societies believe that improvements in research and education will definitely provide an IT auditor with better theoretical and empirical knowledge base to the IT audit function. They feel that emphasis should be placed on education obtained at the university level.

The breadth and depth of knowledge required to audit IT systems are extensive. For example, IT auditing involves the

· Application of risk-oriented audit approaches

· Use of computer-assisted audit tools and techniques

· Application of standards (national or international) such as ISO 9000/3 and ISO 17799 to improve and implement quality systems in software development and meet security standards

· Understanding of business roles and expectations in the auditing of systems under development as well as the purchase of software packaging and project management

· Assessment of information security and privacy issues which can put the organization at risk

· Examination and verification of the organization's compliance with any IT-related legal issues that may jeopardize or place the organization at risk

· Evaluation of complex systems development life cycles (SDLC) or new development techniques; e.g., prototyping, end user computing, rapid systems, or application development

· Reporting to management and performing a follow-up review to ensure actions taken at work

· The auditing of complex technologies and communications protocols involves the Internet, intranet, extranet, electronic data interchange, client servers, local and wide area networks, data communications, telecommunications, wireless technology, and integrated voice/data/video systems.
High-speed information processing has become indispensable to organizations' activities. For example, Control Objectives for Information and Related Technology (COBIT) emphasizes this point and substantiates the need to research, develop, publicize, and promote up-to-date internationally accepted IT control objectives. The primary emphasis of COBIT is to ensure that information needed by businesses is provided by technology and the required assurance qualities of information are both met. COBIT, fourth edition has evolved and improved in its guidance to incorporate the essential elements of strategic management, value delivery, resource management, risk management, and performance management. So COBIT will be used as a standard for the development of audit information systems. This standard was chosen to attention-related COBIT business goals without compromising focus on information technology. 


More than one million organizations worldwide have adopted the principles and achieved certification to the requirements of COBIT (Control Objectives for Information and Related Technology), ITIL (Information Technology Infrastructure Library), (about Information Security Management), ISO (International Standard Organization) 17 799 (about Information Security Management), ISO 9001 for (Quality Management Systems)


The framework that the author uses, is COBIT. COBIT is a standard for IT governance developed by ISACA (Information Systems and Control Association) and ITGI (IT Governance Institute) - a non-profit organization working in the field of IT governance. COBIT focuses on the business and IT objectives and aligns with the organization. COBIT also oriented IT processes and stages generally accepted that consists of 4 phases (domains), namely: planning (Planning and Organize), application (Acquiring and Implement), technical support (Delivery and Support), and monitoring and evaluation (monitor and Evaluate). In addition, COBIT own measurement criteria can be used the needs of the organization.

The aim of this thesis is to make a research and analysis of the maturity level which will be performed on stage-3 COBIT, the technical support (Deliver and Support,) which has 13 processes described Figure 1.1 in chapter 2 but the author does not explain all those 13 processes but only concentrate this research for 4 processes because according to business goal of Faculty of Engineering of Pasundan University which is (monitoring evaluation process that can be directly controlled) towards web-based technology called Integrated Information Systems (IIS) Pasundan University.  For the main purpose that the author uses COBIT framework is COBIT provides management and business process owner  with an information technology (IT) governance model that helps in delivering value from IT and understanding and managing the risks associated with IT. COBIT helps bridge the gaps amongst business requirements, control needs and technical issues. It is a control model to meet the needs of IT governance and ensure the integrity of information and information systems.


COBIT framework consists of 34 high-level control objectives, which each IT process grouped into four major domains, namely Planning & Organization (PO), Acquisition & Implementation (AI), Delivery and Support (DS), and Monitoring and evaluation (ME).

Based on the business goal mentioned above there are seventeen Business Goals shown in Figure 1.2 and twenty eight IT Goals with its COBIT Information Criteria shown in Figure 1.3   so  the author interested in to have a research using COBIT on its Business Goal no.4, entitled  (improve customer orientation and service) which links to IT Goal no.23, entitled  (Make sure that IT services are available as required) which consists of 4 processes in Delivery and Support such as  (DS3: Manage Performance and Capacity, DS4: Ensure Continuous Service, DS8: Manage Service Desk and Incidents, and DS13: Manage Operations because there is no any measurement about this IT Goal that has been done by the Academic  in order to know how the current maturity level of the Educational Administration subdivision. 
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Figure 1.1 Linking Business to IT Goals
Source: COBIT 4.1. IT Governance, 2007
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Figure 1.2 Linking IT Goals to IT Processes 

Source: COBIT 4.1. IT Governance, 2007
The measurement can be described as the following: 
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Figure 1.3 Measuring IT GOALS to IT PROCESSES
Source: COBIT 4.1. IT Governance, 2007
 Therefore in this research the author will explain About (Analysis the Measuring Maturity Level of Integrated Information System in Pasundan University) 
1.2     Problem Identification and Problem Formulation

1.2.1   Problem Identification 

Based on the problem definition in this research is stated as follows:
1. Pasundan University needs to have an analysis the measuring maturity level of integrated information system and IT governance for organizational survival.
2. Pasundan University needs to be assisted in dealing with the competition among the educational institutions with analyzing processes in the subdivisions part of the Faculty of Engineering, Pasusndan University.
3. The management of Pasundan University should make strategic decisions based on information which is accurate, effective, relevant, and timely by using query, analysis and reports.
4. Pasundan University needs to analyze IT Goals based on COBIT framework in order to know its IT processes with information criteria on which the IT goals is based on.

5. Pasundan Univesity needs to have knowledge its business goals and IT goals by using one of the tools for measuring maturity level, COBIT.
6. Management of Pasundan University needs to make sure that IT services are available as required. 
7. Pasundan University needs to adapt with COBIT framework which is for business and IT objectives and aligns with the organization.

8. Pasundan university needs to have knowledge  Information technology  that led the organization on favorable conditions, such as the ease of entering the market, product differentiation, and cost efficiency
1.2.2    Problem Formulation

1. How to analyze the measuring maturity level of integrated information system based on 4 of 13 processes of Delivery and support and IT governance for organizational survival.
2. How to make sure that IT services are available as required. 
3. How to Analyze IT Goals based on COBIT framework in order to know its IT processes with information criteria on which the IT goals is based on.

1.3 Purpose of the Research

1. To analyze the measuring maturity level of integrated information system based on 4 of 13 processes of Delivery and support and IT governance for organizational survival.
2. To make sure that IT services are available as required. 

3. To Analyze IT Goals  of  educational Administration Subdivision, Faculty of Engineering  based on COBIT framework in order to know its IT processes with information criteria on which the IT goals is based on.

1.4
Focus to the Research

Based on the problem definition, in this research is stated as follows:
1. In this research the author wants to analysis the business goals to IT goals mentioned the background that consists of 4 processes of Delivery and Support such as DS3: (Manage Performance and Capacity), DS4: (Ensure Continuous Service), DS8: (Manage Service Desk and Incidents), DS13: (Manage Operation), because to measure the level of maturity of Educational Administrational Subdivision of Faculty of Engineering, Pasundan University.  
2. COBIT Maturity Model as a benchmark Educational Administration subdivision for its service Pasundan University, which is an IT monitoring tool used to measure how well the management and development services to the service process.
3. Interview analysis using questionnaire survey from COBIT 4.1 at Educational Administration subdivision service Pasundan University which will be conducted, including maturity level analysis to know what is the current IT and document analysis will be conducted, as a evidence to support survey result. 

The obtained results will then be used to provide recommendations to Pasundan University’s business goal on how they can improve the balance of the overall   maturity in their current systems work
1.5 Benefits of the Research
1.5.2     Practical Benefits

1. The results of this research can be used as a reference to assess the level of maturity which are useful to measure the level of management in other domains that exist in the performance of COBIT information technology at Pasundan University based on COBIT standards.

2. To Provide  a reference to a more in-depth as well as contributions to the development of knowledge and information using COBIT Framework 
2.5.2     Theoretical Benefits

1 Understanding of IT Governance with COBIT reference is one that can be   taken topic thesis by the Students of Pasundan University.
2 Can give a knowledge and experience about the maturity level of educational administration subdivision, Pasundan University.
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