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CHAPTER II   
LITERATURE REVIEW AND FRAME OF THINKING
In this chapter the literature is reviewed according to Standard of COBIT which refers to as business requirements for information. This chapter covers the management, Concept of managements, information system, components of information systems, information technology resources, management information system, MIS Definition, Information Systems Audit, Definition of Audit system, types of Audit,  Definition of  COBIT Framework, COBIT Maturity Model, Frame of thinking and Benefits of Audit for Pasundan University.
2.1       Management

According to V.S. Bagad, (2009:2) management is defined as the process of planning, organizing, staffing and controlling the efforts of the members of organization to achieve goals or objectives of the organization.

According to V.S. Bagad, (2009:3), Management process is a joint effort of man, money and material resources to achieve the goals, Management process requires decision making at various conflicting states such as human conflict, conflicts of goals, conflicts of alternatives, resources, time, methods etc. a manager uses variety of tools and techniques to resolve the conflicts. In order to function an organization effectively and to resolve the problems the organization must be treated as a system i.e. all the principles and rules of system must be applicable to the organization.

Important principles of system theory are summarized as follow:

1. A system consists of few important parts.

2. A system can be either open (interacting with environment) or closed (not interacting with environment).

3. A system works under boundary.

4. A system tries to achieve steady state condition.

For implementing MIS, Systems approach to management is most efficient. There are also other approaches given by eminent engineers and scholars. 
2.1.1 Concept of Managements

Gaudencio V. Aquino, (2000:7) stated that, the concept of management has broadened in scope with the introduction of new perspectives by different fields of study. He adds that the study of management has evolved into more than the use of means to accomplish given ends; today it includes moral and ethical questions concerning the selection of the right ends toward which managers should strive.

Massie cited Harbison and Myers’ (1997, 3-4) classic three-fold concept for emphasizing a broader scope for the view-point of management. These authors observe management as (1) an economic resource, (2) a system of authority, and (3) a class or elite.

1. As viewed by the economist, management is one of the factors of production together with land, labor, and capital. As the industrialization of a nation increases, the need for management becomes greater as it is substituted for capital and labor. The managerial resources of a form determine, in large measure, productivity and profitability. In those industries experiencing innovations, management must be used more intensively. Executive development therefore is more important for those firms in a dynamic industry in which progress is rapid Gaudencio V. Aquino, (2000:7)

2. As viewed by a specialist in administration and organization, management is a system of authority. Historically, management first development an authoritarian philosophy with a small number of top individuals determining all actions of the rank and file. Later, humanitarian concepts caused some management to develop paternalistic approaches. Still later, constitutional management emerged, characterized by a concern for definite and consistent policies and procedures for dealing with the working group. As more employees received higher education, the trend of management was toward a democratic and participative approach. Modern management can be viewed as a synthesis of these four approaches to authority. Gaudencio V. Aquino, (2000:7)
3. As viewed by a sociologist, management is a class and status system. The increase in the complexity of relationships in modern society demands that managers become an elite of brains and education. Entrance into this class in based more and more on education and knowledge instead of on family or political connections. A broad view of management requires that the student consider this larger perspective of the place of management in society. Gaudencio V. Aquino, (2000:7)
Many chief executives and educators, Massie continues, contend that the most important perspective of top executives should be based on a “liberally educated outlook in life.”  The total concept of management requires an understanding of the meaning of liberal education and its relationship to management functions. A liberal point of view is not merely the sum of a finite number of narrow approaches. Its emphasis is on freedom to choose from the widest range of possibilities by discovering new possibilities, and by recalling possibilities previously developed but forgotten. The liberally-oriented executive continues to expand his horizons with utmost freedom in an effort to strive towards an ultimate in life.

Massie concludes by saying that because management must be concerned with ends as well as means, it is clear that it must maintain a broad perspective, unfettered by specialized restrictions. The paradox of management is that it is based on identifiable and rigorous frameworks of concepts, but at the same time it continues to strive toward breaking out o any set discipline.   
2.2 Information System

Shelly, Cashman and Vermaat (1999:6), An information system is a collection of hardware, software, data, people and procedures that are designed to generate information that supports the day-to-day, short-range, and long-range activities of users in an organization.  Information systems generally are classified into five categories:  office information systems, transaction processing systems, management information systems, decision support systems, and expert systems.  The following sections present each of these information systems.
2.2.1 Components of information system
According to Martin, E.W, (2002):

   Five Components of an Information System:

· People Resources

· End users:  the people who use the IS or the information from the IS

· IS specialists: the people who develop and operate IS

· Hardware Resources

· All physical devices used in information processing

· Machines, data media, peripherals

· Software Resources

· All information processing instructions including programs and procedures
· System software, application software and procedures

· Data Resources

· Facts about the business transactions

· Processed and organized information

· Databases of organized data
· Network Resources

· Communications media

· Network infrastructure:  hardware and software

· The Internet, intranets and extranets
2.2.2 Data versus Information
According to Martin, E.W, (2002):
· Data are raw facts about physical phenomena or business transactions

· Information is data that has been converted into meaningful and useful context for end users.

Example:

· Sales data is names, quantities and dollar amounts
· Sales information is amount of sales by product type, sales territory or salesperson.
2.2.3 Information Technology Resources (IT RESOURCES)
According to ITGI, (2007:16) The IT resources identified in COBIT can be defined as follows:
a. Applications are the automated user systems and manual procedures that process the information.

b. Information is the data, in all their forms, input, processed and output by the information systems in whatever form is used by the business.

c. Infrastructure is the technology and facilities (i.e., hardware, operating systems, database management systems, networking, multimedia, and the environment that houses and supports them) that enable the processing of the applications.

d. People are the personnel required to plan, organize, acquire, implement, deliver, support, monitor and evaluate the information systems and services. They may be internal, outsourced or contracted as required.
The above criteria is aimed to evaluate the extent to which information technology resources can meet the needs of an organization of any information
2.2.4 Information Systems Research Methodologies

According to Myers [9] Qualitative research approach is one of main categories among the other research approaches. For the development of Maturity level model from the survey results, this methodology is used.
2.2.4.1  Qualitative Research

    Qualitative data obtained from such as interviews, documents and observations are used for qualitative research. Qualitative research includes case studies and action researches. Myers, (1997:21) states that qualitative research methods are designed to help researchers understand people and the social and cultural contexts within which they live. Kaplan and Maxwell (as cited in Myers (1997) argue that in case of the quantified data, the participant’s view representing the social and institutional context is mostly lost. Since the qualitative data obtains the snapshot data, the main point in qualitative research is that the situation that is to be examined will need to have happened or to happen during the action of noticing. Myers, (1997) says that qualitative research can be positivist, interpretive, or critical. These three philosophical perspectives are described in Table 2.1

Four qualitative research methods used in information systems: action research, case study research, ethnography and grounded theory. These research methods are described in Table 2.2
A case study (also known as a case report) is an intensive analysis of an individual unit (e.g., a person, group, or event) stressing developmental factors in relation to context. The case study is common in social sciences and life sciences. Case studies may be descriptive or explanatory. The latter type is used to explore causation in order to find underlying principles. Sheppard, Jon; Robert W. Greene (2003:22), they may be prospective (in which criteria are established and cases fitting the criteria are included as they become available) or retrospective (in which criteria are established for selecting cases from historical records for inclusion in the study). (Wikipedia, 2013),
Thomas (2011:17) offers the following definition of case study: "Case studies are analyses of persons, events, decisions, periods, projects, policies, institutions, or other systems that are studied holistically by one or more methods. The case that is the subject of the inquiry will be an instance of a class of phenomena that provides an analytical frame — an object — within which the study is conducted and which the case illuminates and explicates." (Wikipedia, 2013).

Table 2.1.Qualitative Research Philosophical Perspectives

	Philosophical Perspective
	Description

	Positivist
	The researcher gives the reality objectively and quantifiable measures of variables. According to Orlikowski and Baroudi (1991) a positivist IS research has hypothesis testing and the drawing of inferences about a phenomenon from the sample to a stated population.

	Interpretive
	People assign meanings to occurrences.

	Critical
	According to Comstock (1982), in critical perspective, the constraints in the current actions and shape of the understanding are developed historically.


Source: Myers, M. D. (1997).
Organizations are complex systems. Some parts of them cannot be broken into measurable variables although it is indicated that unless it can be measured, it cannot be improved.  As a result of these, Case Study was chosen as research to measure maturity level in this thesis.

Table 2.2 Qualitative Research Methods
	Research Method
	Description

	Action research
	In a cyclical process, a link between the theory and practice is created and by using data feedback, changes in the processes occur for practical problem solving and expanding the scientific knowledge.

	Case study research
	If the context boundary is not clear, case study research helps to investigate phenomenon in real-life context.

	Ethnography
	Ethnographic research deals with social and cultural occurrences.

	Grounded theory
	Grounded theory is an ethnographic approach where the knowledge is taken out from the grounded data, meaning the theory is generated from observations. The explanation, properties and the relationship between the categories as a consequence of the theory.


Source: Myers, M. D. (1997).
2.4 Management Information System
According to Anderson, David L. (2000:6), the first step in learning how to apply information technology to solve problems is to get a broader picture of what is meant by the term management information system. You probably have some experience with using computers and various software packages. Yet, computers are only one component of a management information system. A management information system (MIS) or computer information system (CIS) consists of five related components: hardware, software, people, procedures, and collections of data. The term information technology (IT) represents the various types of hardware and software used in information system, including computers and networking equipment. The goal of MIS is to enable manager to make better decisions by providing quality. 

The physical equipment used in computing is called hardware. The set of instructions that controls the hardware is known software.  In the early days of computers, the people directly involved in MIS tended to programmers, design analysts, and a few external users. Today, almost everyone in the firm is involved with the information system. Procedures are instructions that help people use the systems. They include items such as user manuals, documentation, and procedures to ensure that backups are made regularly. Databases are collections of related data that can be retrieved easily and processed by the computers.

The initial concept of MIS was to process data from the organization and presents it in the form of reports at regular intervals. The system was largely capable of handling the data from collection to processing. It was more impersonal, requiring each individual to pick and choose the processed data and use it for his requirements. 

According to Raymond McLeod, Jr. and George P Schell (2004:10-11), Management Information System (MIS) as a computer based system that makes information available to users with similar needs. Information is processed data that is meaningful; it usually tells the user something that she or he did not already know. The MIS users usually compose a formal organizational entity – the firm or a subsidiary subunit. Special version of the MIS has been tailored to the marketing unit (marketing information systems) and the executives (executive information systems) for example. The information describes the firm or one of its major system in terms of what has happened in the past, what is happening now, and what is likely to happen in the future. 


Thought there are a number of definitions, all of them converge on one single point, i.e., the MIS is a system to support the decision making function in the organization. The difference lies in defining the elements of the MIS. However, in today’s world MIS a computerized, Business processing system generating information for the people in the organization to meet the information needs decision making to achieve the corporate objective of the organization.The difficulty in handling this multiple requirement of the people is due to a couple of reasons. The information is a processed product to fulfill an imprecise need of the people. It takes time to search the data and may require a difficult processing path. It has a time value and unless processed on time and communicated, it has no value. The scope and the quantum of information is individual-dependent and it is difficult to conceive the information as a well-defined product for the entire organization. Since the people are instrumental in any business transaction, a human error is possible in conducting the same. Since a human error is difficult to control, the difficulty arises in ensuring a hundred per cent quality assurance of information in terms of completeness, accuracy, validity, timeliness and meeting the decision making needs.

In order to get a better grip on the activity of information processing, it is necessary to have a formal system which should take care of the following points:

· Handling of a voluminous data. 
· Confirmation of the validity of data and transaction. 
· Complex processing of data and multidimensional analysis. 
· Quick search and retrieval. 
· Mass storage. 

· Communication of the information system to the user on time. 
· Fulfilling the changing needs of the information
The management information system uses computers and communication technology to deal with these points of supreme importance

2.4.1 Role of the Management information

According to Jawadekar(2007:7), the role of the MIS in an organization can be compared to the role of heart in the body. The information is the blood and MIS is the heart. In the body the heart plays the role of supplying pure blood to all the elements of the body including the brain. The heart works faster and supplies more blood when needed. It regulates and controls the incoming impure blood, processes it and sends it to the destination in the quantity needed. It fulfills the needs of blood supply to human body in normal course and also in crisis

The MIS plays exactly the same role in the organization. The system ensures that an appropriate data is collected from the various sources, processed, and sent further to all the needy destinations. The system is expected to fulfill the information needs of an individual, a group of individuals, the management functionaries: the managers and the top management.

The MIS satisfies the diverse needs through a variety of systems such as Query Systems, Analysis Systems, Modeling Systems and Decision Support Systems the MIS helps in Strategic Planning, Management Control, Operational Control and Transaction Processing
The MIS helps the clerical personnel in the transaction processing and answers their queries on the data pertaining to the transaction, the status of a particular record and references on a variety of documents. The MIS helps the junior management personnel by providing the operational data for planning, scheduling and control, and helps them further in decision making at the operations level to correct an out of control situation. The MIS helps the middle management in short them planning, target setting and controlling the business functions. It is supported by the use of the management tools of planning and control. The MIS helps the top management in goal setting, strategic planning and evolving the business plans and their implementation.
The MIS plays the role of information generation, communication, problem identification and helps in the process of decision making. The MIS, therefore, plays a vital role in the management, administration and operations of an organization.

2.4.2 Impact of the Management Information System

According to Jawadekar(2007:8), Since the MIS plays a very important role in the organization, it creates an impact on the organizations functions, performance and productivity.
The impact of MIS on the functions is in its management. With a good support, the management of marking, finance, production and personnel become more efficient. The tracking and monitoring of the functional targets becomes easy. The functional, managers are informed about the progress, achievements and shortfalls in the probable trends in the various aspects of business. This helps in forecasting and long- term perspective planning. The manager’s attention is brought to a situation which is exceptional in nature, inducing him to take an action or a decision in the matter. A disciplined information reporting system creates a structured data and a knowledge base for all the people in the organization. The information is available in such a form that it can be used straight away or by blending analysis, saving the manager’s valuable time.
According to Jawadekar(2007:9), The MIS creates another impact in the organization which relates to the understanding of the business itself. The MIS begins with the definition of a data entity and its attributes. It uses a dictionary if data, entity and attributes, respectively, designed for information generation in the organization. Since all the information system use the dictionary, there is common understanding of terms and terminology in the organization brining clarity in the communication and a similar understanding an even of the organization.
The MIS calls for a systemization of the business operation for an affective system design

A well designed system with a focus on the manger makes an impact on the managerial efficiency. The fund of information motivates an enlightened manger to use a variety of tools of the management. It helps him to resort to such exercises as experimentation and modeling. The use of computers enables him to use the tools techniques which are impossible to use manually. The ready-made packages make this task simpler. The impact is on the managerial ability to perform. It improves the decision making ability considerably.
Since the MIS works on the basic systems such as transaction processing and databases, the drudgery of the clerical work is transferred to the computerized system, relieving the human mind for better work. It will be observed that a lot of manpower is engaged in this activity in the organization. It you study the individual’s time utilization and its application; you will find that seventy per cent of the time is spent in recording, searching, processing and communication. This is a large overhead in the organization. The MIS has a direct impact on this overhead. It creates an information- based work culture in the organization. Jawadekar(2007),  
2.4.3 Management Information System and Computer

According to Jawadekar(2007:10),Translating the real concept of the MIS into reality is technically, an infeasible proposition unless computers are used. The MIS relies heavily on the hardware and software capacity of the computer and its ability to process, retrieve communicate with no serious limitations.
According to Jawadekar(2007:12), the variety of the hardware having distinct capabilities makes it possible to design the MIS for a specific situation. For example, if the organization needs a large database and very little processing, a computer system is available for such a requirement. Suppose the organization has multiple business location at long distances and if the need is to bring the data at one place, process, and then send the information to various location, it is possible to have a computer system with a distributed data processing capability. If the distance is too long, then the computer system can be hooked through a satellite communication system. The ability of the hardware to store data and process it at a very fast rate helps to deal with the data volumes, its storage and access effectively. The ability of the computer to sort and merge helps to organize the data in a particular manner and process it for complex lengthy computations. Since the computer is capable of digital, graphic, word image, voice and text processing, it is exploited to generate information and present it in the form which is easy to understand for the information user
The ability of a computer system to provide security of data brings a confidence in the management in the storage o data on a magnetic media in an impersonal mode. The computer system provides the facilities such as READ ONLY where you cannot delete to UPDATE. It provides an access to the selected information through a password and layered access facilities. The confidence nature of the data and information can be maintained in a computer system. With this ability, the MIS become a safe application in the organization.
The software, an integral part of a computer system, further enhances the hardware capability. The software is available to handle the procedural and nonprocedural data processing. For example, if you want to use a formula to calculate a certain result, an efficient language is available to handle the situation. If you are not use a formula, but have to resort every time to a new procedure, the nonprocedural languages are available.
The software is available to transfer the data from one computer system to another. Hence, you can compute the results at one place and transfer them to a computer located at another place for some other use. The computer system being able to configure to the specific needs helps to design a flexible MIS.
The advancement in computers and the communication technology has the distance, speed, volume and complex computing an easy task. Hence, designing the MIS for a specific need and simultaneously designing a flexible and open system becomes possible, thereby saving a lot of drudgery of development and maintenance and maintenance of the system. The concept of user ñ friendly systems and the end user computing is possible, making information processing a personalized function. However, the application of the management principles and practices in today’s complex business world is possible only when the MIS is based on computer system support. Jawadekar(2007:9)
2.4.4 Management Information System and Academics

According to Jawadekar, (2007:12)), the management’s information system draws a lot of support from other academic disciplines too. The foundation of MIS is the management theory. It uses the principles and practices of management while designing the system, ant gives due regard to the theory of organizational behavior 

It considers the human mind as a processor of information. While designing the report format and forming communication channels, MIS takes into account the behavior of the manager as an individual and in a group. It gives due regard to the personal factors such as bias, thinking with a fixed frame of reference, risk aversion, strengths and weaknesses. 
Another area of academics is operational research. The operational research is used for developing the models of management and they are then incorporated in the MIS as decision support systems. The inventory control, queuing theory, and resource programming are used in the MIS as decision support systems. The network theory is used for planning and controlling large projects. The application of PER / CPM to a project planning is now easily possible through the MIS support.

In the area of accounting application, it uses the accounting principles to ensure that the data is correct and valid. It uses the principles of double entry bookkeeping for balancing the accounts. It uses the accounting methodology for generating a trial balance sheet and other books of accounts. Jawadekar(2007:12)

The MIS uses the communication theory in a significant manner. The principle of feedback is used while designing analysis. Systems. While designing the report format, attention is paid to avoid noise and distortions in the communication process. The MIS further relies heavily on the decision methodology. It uses different mathematical techniques to handle the situation of decision making uses the method of decision- making under certainty for decision- making and action. (Jawadekar, 2007)
The MIS is based on database structures, via .hierarchical; network and relational database have roots in the mathematics and the set theory.
The MIS becomes rich in content and more useful when it becomes more and more a decision- making or decision- support system. The is possible when it builds decision making systems in MIS which in turn is possible if it draws tools, techniques, methods, rules and principles from pure and application science, and use them as an integral part of the system. The MIS draws data from its own source and uses it in the application of a variety of tools and techniques to solve the management, mathematics, and accounting. Psychology, communication theory, operations research and probability theory for building processes, methods, and decision-support systems in designing business application

Every person in the organization is a user of the MIS. The people in the organization operate at all levels in the hierarchy. A typical user is a clerk, an assistant, an officer, an executive or a manager. Each of them has a specific task and a role to play in the management of business. The MIS caters to the needs of all persons. [Jawadekar2007]

2.4 Information Systems Audit

2.4.1 Definition General Audit 

Audit in general is an integrated process in the collection and assessment of information as a single unit organization by an expert one. The purpose of the audit is to determine and report on the degree of similarity between the information assessed by size or criteria exist (Mill, 1993)
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Figure 2.1 Description of Audit   (Source: Weber, 1999)

From the description of the audit can be seen drawing some important parts:
a. Audit is a structured activity in a logical flow.

b. All information from the audit (whether derived or generated) free from irregularities (according to the actual situation).

c. Requires the facts to make a statement about the condition of the middle-audit.

d. Statements made should be based on a standard / criteria that have been set.
e. Audit results should be communicated both orally and in writing with other interested parties.
2.4.2 
Types of Audit 
Based organizations that carry out the audit and the location of the audit, the audit can be classified into two: (Weber 1999)
· Audit : Independent review and examination of records and activities to assess the adequacy of internal controls, to ensure compliance with established policies and operational procedures, and to recommend necessary changes in controls, policies, or procedures. 

· IT/IS Audit:  The process of collecting and evaluating evidence to determine whether a computer system safeguards assets, maintains data integrity, allows organizational goals to be achieved effectively and uses resources efficiently. 
2.4.3   Definition Information System Audit 

Definition of Information System Audit (Weber, 1999) is the process of collecting and evaluating the facts to determine whether the system has been protecting information assets, maintaining data integrity, and allows to achieve organizational goals effectively using resources efficiently.

Factors that affect the organization so it is necessary to control and audit of information systems so it can be seen in Figure
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Figure 2.2 Factors that affect the organization conducts audit of information systems (Source: Weber, 1999)

2.5 Framework COBIT 4.1

2.5.1 Definition COBIT

For the earlier COBIT development and updating activities, a broad base of more than 40 international detailed IT standards, frameworks, guidelines and good practices was used to ensure the completeness of COBIT in addressing all areas of IT governance and control.

Because COBIT is focused on what is required to achieve adequate management and control of IT, it is positioned at a high level. The more detailed IT standards and good practices are at a lower level of detail describing how to manage and control specific aspects of IT. COBIT acts as an integrator of these different guidance materials, summarizing key objectives under one umbrella framework that also links to governance and business requirements.
For this COBIT update (COBIT 4.1), six of the major global IT-related standards, frameworks and practices were focused on as the

Major supporting references to ensure appropriate coverage, consistency and alignment. These are:
· COSO:

Internal Control—Integrated Framework, 1994

Enterprise Risk Management—Integrated Framework, 2004

· Office of Government Commerce (OGC®):

IT Infrastructure Library® (ITIL®), 1999-2004

· International Organization for Standardization:

ISO/IEC 27000

· Software Engineering Institute (SEI®):

SEI Capability Maturity Model (CMM®), 1993

SEI Capability Maturity Model Integration (CMMI®), 2000

· Project Management Institute (PMI®):

· A Guide to the Project Management Body of Knowledge (PMBOK®), 2004

· Information Security Forum (ISF):

The Standard of Good Practice for Information Security, 2003
Additional references used in the development of COBIT 4.1 include:

· IT Control Objectives for Sarbanes-Oxley: The Role of IT in the Design and Implementation of Internal Control Over Financial Reporting, 2nd Edition, IT Governance Institute, USA, 2006

· CISA Review Manual, ISACA, 2006
According to ITGI, (2007); for many enterprises, information and the technology that supports it represent their most valuable, but often least understood, assets. Successful enterprises recognize the benefits of information technology and use it to drive their stakeholders’ value. These enterprises also understand and manage the associated risks, such as increasing regulatory compliance and critical dependence of many business processes on information technology (IT).
The need for assurance about the value of IT, the management of IT-related risks and increased requirements for control over information are now understood as key elements of enterprise governance. Value, risk and control constitute the core of IT governance. (ITGI, 2007)
“IT governance is the responsibility of executives and the board of directors, and consists of the leadership, organizational structures and processes that ensure that the enterprise’s IT sustains and extends the organization’s strategies and objectives.”
(ITGI, 2007), Furthermore, IT governance integrates and institutionalizes good practices to ensure that the enterprise’s IT supports the business objectives. IT governance enables the enterprise to take full advantage of its information, thereby maximizing benefits, capitalizing on opportunities and gaining competitive advantage. These outcomes require a framework for control over IT that fits with and supports the Committee of Sponsoring Organizations of the Treadway Commission’s (COSO’s) Internal Control—Integrated Framework, the widely accepted control framework for enterprise governance and risk management, and similar compliant frameworks. (Sox-online, 2003) COSO and COBIT are - among other things - control frameworks. COSO focuses on controls for financial processes, and COBIT focuses on IT. COBIT (Control Objectives for Information and Related Technologies) is an open standard published by the IT Governance Institute and the Information Systems Audit and Control Association (ISACA). It's an IT control framework built in part upon the COSO framework. 
Organizations should satisfy the quality, fiduciary and security requirements for their information, as for all assets. Management should also optimize the use of available IT resources, including applications, information, infrastructure and people. To discharge these responsibilities, as well as to achieve its objectives, management should understand the status of its enterprise architecture for IT and decide what governance and control it should provide. (ITGI, 2007)
Control Objectives for Information and related Technology (COBIT®) provides good practices across a domain and process framework and presents activities in a manageable and logical structure. COBIT’s good practices represent the consensus of experts. They are strongly focused more on control, less on execution. These practices will help optimize IT-enabled investments, ensure service delivery and provide a measure against which to judge when things do go wrong. (ITGI, 2007)
For IT to be successful in delivering against business requirements, management should put an internal control system or framework in place. The COBIT control framework contributes to these needs by:
· Making a link to the business requirements

· Organizing IT activities into a generally accepted process model

· Identifying the major IT resources to be leveraged

· Defining the management control objectives to be considered

The business orientation of COBIT consists of linking business goals to IT goals, providing metrics and maturity models to measure their achievement, and identifying the associated responsibilities of business and IT process owners. (ITGI, 2007)
According to ITGI, (2007) there are some definitions about understanding of COBIT, which are described as follows:

1. COBIT (Control Objectives for Information and Related Technology) is an international open standard that defines requirements for the control and security of sensitive data and provides a reference framework. COBIT, which provides a reference framework, was introduced in the 1990s by the IT Governance Institute. ITGI, (2007).
2. COBIT is a framework and supporting toolset that allow managers to bridge the gap with respect to control requirements, technical issues and business risks, and communicate that level of control to stakeholders. COBIT enables the development of clear policy and good practice for IT control throughout enterprises. COBIT is continuously kept up to date and harmonized with other standards. Hence, COBIT has become the integrator for IT best practices and the umbrella framework for IT governance that helps in understanding and managing the risks and benefits associated with IT. ITGI, (2007).

3. COBIT consists of an executive summary, management guidelines, framework, control objectives, implementation toolset and audit guidelines. Extensive support is provided, including a list of critical success factors for measuring security program effectiveness and benchmark s for auditing purposes. COBIT has been revised several times since inception and upgrades are published at regular intervals. ITGI, (2007).
As a framework, COBIT has a structure that binds to the business needs of the organization with the needs of information management in a single alignment (alignment), and management and oversight (monitoring), and control (control). Overall the concept of the COBIT framework is described as a three-dimensional cube consisting of:
1. Business needs,

2. Information technology resources and

3. The process of information technology (IT Governance Institute, 2007),   Figure 2.3 shows the overall framework COBIT 4.1

COBIT, the Control Objectives for Information and related Technology version 4.1 cover four domains which consist of 34 processes per domain:

· Plan and Organize (PO)

· Acquire and Implement (AI);

· Deliver and Support (DS);

· Monitor and Evaluate (ME);
2.5.2 Plan and Organize (PO)
According to ITGI, (2007:28) The planning and organization domain covers the use of information & technology and how best it can be used in a company to help achieve the company’s goals and objectives. It also highlights the organizational and infrastructural form IT is to take in order to achieve the optimal results and to generate the most benefits from the use of IT. The following table lists the high-level IT process for the Planning and Organize domain According to, 
Table 2.3 High Level Control Objectives 

Plan and Organize

	PO1
	Define a Strategic IT Plan

	PO2
	Define the Information Architecture

	PO3
	Determine Technological Direction

	PO4
	Define the IT Processes, Organization and Relationships

	PO5
	Manage the IT Investment

	PO6
	Communicate Management Aims and Direction

	PO7
	Manage IT Human Resources

	PO8
	Manage Quality

	PO9
	Assess and Manage IT Risks

	PO10
	Manage Projects


Source: COBIT 4.1. IT Governance, 2007
2.5.3 Acquire and Implement (AI) 

According to ITGI, (2007:72). The Acquire and Implement domain covers identifying IT requirements, acquiring the technology, and implementing it within the company’s current business processes. This domain also addresses the development of a maintenance plan that a company should adopt in order to prolong the life of an IT system and its components. The following table lists the high level control objectives for the Acquisition and Implementation domain. 
Table 2.4 High Level Control Objectives 
     Acquire and Implement

	AI1
	Identify Automated Solutions

	AI2
	Acquire and Maintain Application Software

	AI3
	Acquire and Maintain Technology Infrastructure

	AI4
	Enable Operation and Use

	AI5
	Procure IT Resources

	AI6
	Manage Changes

	AI7
	Install and Accredit Solutions and Changes



Source: COBIT 4.1. IT Governance, 2007
2.5.4
Delivery and Support (DS) 
The Delivery and Support domain focuses on the delivery aspects of the information technology. It covers areas such as the execution of the applications within the IT system and its results, as well as, the support processes that enable the effective and efficient execution of these IT systems. These support processes include security issues and training. The following table lists the high level control objectives for the Delivery and Support domain. ITGI, (2007:100)
Table 2.5 High Level Control Objectives 
Deliver and Support

	DS1
	Define and Manage Service Levels

	DS2
	Manage Third-party Services

	DS3
	Manage Performance and Capacity

	DS4
	Ensure Continuous Service

	DS5
	Ensure Systems Security

	DS6
	Identify and Allocate Costs

	DS7
	Educate and Train Users

	DS8
	Manage Service Desk and Incidents

	DS9
	Manage the Configuration

	DS10
	Manage Problems

	DS11
	Manage Data

	DS12
	Manage the Physical Environment

	DS13
	Manage Operations



Source: COBIT 4.1. IT Governance, 2007
This research will be focused in analysis measuring maturity level which will be performed on DS3 (Manage Performance and Capacity), DS4 (Ensure Continuous Service), DS8 (Manage Service Desk and Incidents), DS13 (Manage Operations). Author does not explain all those 13 processes but only concentrates this research for 4 processes according to business goal of Faculty of Engineering of Pasundan University which is (monitoring evaluation process that can be directly controlled) towards web-based technology called Integrated Information Systems (IIS) Pasundan University. 

 2.5.5
Monitor and Evaluate (ME) 

According to ITGI, (2007:152), the Monitoring and Evaluation domain deals with a company’s strategy in assessing the needs of the company and whether or not the current IT system still meets the objectives for which it was designed and the controls necessary to comply with regulatory requirements. Monitoring also covers the issue of an independent assessment of the effectiveness of IT system in its ability to meet business objectives and the company’s control processes by internal and external auditors. The following table lists the high level control objectives for the Monitoring domain.
Table 2.6 High Level Control Objective 
Monitor and Evaluate

	ME1
	Monitor and Evaluate IT Performance

	ME2
	Monitor and Evaluate Internal Control

	ME3
	Ensure Compliance with External Requirements

	ME4
	Provide IT Governance



Source: COBIT 4.1. IT Governance, 2007
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Figure 2.3 Overall COBIT Framework 4.1 

Source: COBIT 4.1. IT Governance, 2007
1.5.6 Application of COBIT

COBIT can be applied in any organization including the company engaged in the retail field. Frequently Asked Questions in the ISACA website said,

“COBIT is used globally by those who have the primary responsibilities for business processes and technology, those who depend on technology for relevant and reliable information, and those providing quality, reliability and control of information technology.”

From the above statement it can be concluded, COBIT frameworks and maturity models can be used for IT management for any type of organization because as a framework, COBIT made ​​and adjusted with to your needs and make it more specific to the culture, processes, and practices of an organization.

1.5.7 COBIT’S Information Criteria
   According to ITGI, (2007:10), To satisfy business objectives, information needs to conform to certain control criteria, which COBIT refers to as business requirements for information. Based on the broader quality, fiduciary and security requirements, and seven distinct, certainly overlapping, information criteria are defined as follows:
a. Efficiency concerns the provision of information through the optimal (most productive and economical) use of resources.
b. Confidentiality concerns the protection of sensitive information from unauthorized disclosure.

c.  Integrity relates to the accuracy and completeness of information as well as to its validity in accordance with business values and expectations.

d. Availability relates to information being available when required by the business process now and in the future. It also concerns the safeguarding of necessary resources and associated capabilities.
e. Compliance deals with complying with the laws, regulations and contractual arrangements to which the business process is subject, i.e., externally imposed business criteria as well as internal policies.
f. Reliability relates to the provision of appropriate information for management to operate the entity and exercise its fiduciary and governance responsibilities (IT Governance Institute, 2007)
2.5.8 COBIT Maturity Model


Maturity modeling for management and control over IT processes is based on a method of evaluating the organization, so it can be rated from a maturity level of non-existent (0) to optimized (5). This approach is derived from the maturity model that the Software Engineering Institute (SEI) defined for the maturity of software development capability. Although concepts of the SEI approach were followed, the COBIT implementation differs considerably from the original SEI, which was oriented toward software product engineering principles, organizations striving for excellence in these areas and formal appraisal of maturity levels so that software developers could be ‘certified’. In COBIT, a generic definition is provided for the COBIT maturity scale, which is similar to CMM but interpreted for the nature of COBIT’s IT management processes. A specific model is provided from this generic scale for each of COBIT’s 34 processes. Whatever the model, the scales should not be too granular, as that would render the system difficult to use and suggest a precision that is not justifiable because, in general, the purpose is to identify where issues are and how to set priorities for improvements. The purpose is not to assess the level of adherence to the control objectives.

The maturity levels are designed as profiles of IT processes that an enterprise would recognize as descriptions of possible current and future states, they are not designed for use as a threshold model, where one cannot move to the next higher level without having fulfilled all conditions of the lower level. With COBIT’s maturity models, unlike the original SEI (Software Engineering Institute) CMM (Capability Maturity Model) approach, there is no intention to measure levels precisely or try to certify that a level has exactly been met. A COBIT maturity assessment is likely to result in a profile where conditions relevant to several maturity levels. Maturity modeling for management and control over IT processes is based on a method of evaluating the organization, so it can be rated from a maturity level of non-existent (0) to optimized (5). 

Using the maturity models developed for each of COBIT’s 34 IT processes, management can identify:
a. The actual performance of the enterprise—where the enterprise is today

b.  The current status of the industry—The comparison

c.  The enterprise’s target for improvement—where the enterprise wants to be

d.  The required growth path between ‘as-is’ and ‘to-be’
To make the results easily usable in management briefings, where they will be presented as a means to support the business case for future plans, a graphical presentation method needs to be provided figure 2.3 (IT Governance Institute, 2007) (ITGI, 2007:17)
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  Figure 2.4 COBIT 4.1 Maturity Levels
Source: COBIT 4.1. IT Governance, 2007
The advantage of a maturity model approach is that it is relatively easy for management to place itself on the scale and appreciate what is involved if improved performance is needed. The scale includes 0 because it is quite possible that no process exists at all. The 0-5 scale is based on a simple maturity scale showing how a process evolves from a non-existent capability to an optimized capability. (ITGI, 2007:17) 
2.5.9     Measurement Maturity Level Scale
Maturity lever is not easy to know how to benchmark an organization and to what grade of accuracy the evaluation should be scaled. 
Measurement maturity level is set at the level of management and COBIT to enable managers to know how management and IT processes in the organization so they can know at which level management. Maturity model (maturity model) COBIT is a tool used to measure how well the IT management process associated with IT internal controls with regard to the organization's business objectives. Maturity model for COBIT IT processes are based evaluation method that enables organizations assess the maturity level of the organization are divided starting from 0 (non-existent) to 5 (optimized). The levels include:
	Table 2.7 Generic Maturity Model

	Level
	Criteria of Maturity Level

	0

(Non Existent)
	(0 = Management processes are not applied at all)

Complete lack of any recognizable processes. The organization has not even recognized that there is an issue to be addressed.

	1

(Initial / Ad Hoc)
	(1 = Processes are ad hoc and disorganized),

There is evidence that the organization has recognized that the issues exist and need to be addressed. There are however no standardized processes but  instead there are ad hoc approaches that tend to be applied on an individual

Or

	2

(Repeatable but Intuitive)
	(2 = Processes/allow a regular pattern),

Processes have developed to the stage where similar procedures are followed by different people undertaking the same task. There is no formal training or communication of standard procedures and responsibility is left to the individual. There is a high degree of reliance on the knowledge of individuals and therefore errors are likely.

	3

Defined
	(3 = Processes are documented and communicated),

Procedures have been standardized and documented, and communicated through training. It is however left to the individual to follow these processes, and it is unlikely that deviations will be detected. The procedures themselves are not sophisticated but are the formalization of existing practices.


	4

Managed
	(4 = Processes are monitored and measured),

It is possible to monitor and measure compliance with procedures and to take action where processes appear not to be working effectively. Processes are under constant improvement and provide good practice. Automation and tools are used in a limited or fragmented way.

	5

Optimized
	(5 = Best practices are followed and automated)

Processes have been refined to a level of best practice, based on the results of continuous improvement and maturity modeling with other organizations.  IT is used in an integrated way to automate the workflow, providing tools to  improve quality and effectiveness, making the enterprise quick to adapt


Source: COBIT 4.1. IT Governance, 2007
2.6   Literature Review 
The study is basically an activity and methods of thinking used to solve a problem or answer. Through research methods will be presented technically about the methods used in the study. With the use of the methods in research methods, it is hoped the research can find the essence in finding the truth or an answer to a problem. In this chapter will describe the research methods used in this study include: research approach, case study method, the method of data collection, the method of sample selection, preparation and execution of research and data analysis methods.
The flow from the research can be described as shown:
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Figure 2.5 Flow Study

2.7  
Previous researches using COBIT Framework 

The author has read more than four master theses and has gotten an experience so those thesis mentioned include:

	Table 2.8 The Related Researches to This Study

	No
	Researcher Name and Title
	Similarities
	Differences

	1
	IT GOVERNANCE ACCORDING TO COBIT  Written by (JOEL ETZLER at KTHtahun)
	Cobit 4.1
	The researcher has explained Security Management. 
The author explained
Analysis measuring maturity  

	2
	Assessment of  IT Governance Using COBIT Framework (Anggrek, 2012)
	Cobit 4.1, maturity level, Interview analysis,  documents
	The Researcher only focuses on eight IT process out of thirty four IT process of COBIT 4.1

The Author  only focuses on four IT process out of thirty four IT process of COBIT 4.1

	3
	Using COBIT 4.1 as an assessment & facilitator tool for Reorganizational Change Management

 (Stephan Franck, 2008)
	CoBIT 4.1 
DS8 Manage Service Desk and Incidents
	The researcher has explained reorganizational change.

The author only Measures the maturity level on the handling of sub-division of educational administration

	4
	Model Information Systems Audit for planning and implementation system. (Sultani 2012)

	COBIT, 4.1 
	The researcher developed controlling model towards technology information.

The author analyzes measuring maturity on the business goals to IT goals mentioned the background that consists of 4 processes such as DS3 DS4 DS8 DS13 to measure the level of maturity.  


2.8       Frame of thinking 

This research is an analysis with an approach that looks to the measurement the maturity level Information Technology carried out in the Pasundan University. In Chapter 2.5 was explained COBIT Framework, COBIT Framework which is an analytical tool used in this study.
The data used in this study is primary data obtained by questionnaire about information technology maturity level measurements obtained from a number of respondents who considered related or perceived understanding of the Information Technology.
Based on chapter 2.5.4 before the measurement is made, it is important to know the values ​​that must be considered include effectiveness, efficiency, confidentiality, integrity, availability, compliance, and reliability.
Having known what to be aware of the four processes in COBIT Delivery and Support domain which consists of:

· DS3: Manage performance and capacity, 

· DS4: Ensure Continuous Service

· DS8: Manage Service Desk and Incident

· DS13: Manage Operations

So the core of this research will be discussed with maturity levels generated through questionnaires and interviews. Description of maturity levels can be described as a set of statements, in which each level of maturity description contains certain statements that may be worth appropriate or not appropriate,

Description of the maturity level consists of 6 levels (0 to 5) which describe the level of reliability of the system control activities is summarized by ISACA information from a variety of expert opinions and best practices in the field of information technology is generic and has been used as an international standard. Maturity level model based on IT Governance Institute in 2007 is as contained in Figure 2.4.
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Figure 2.6 Frame of thinking 
Source: Pasundan University, COBIT Framework 4.1
Having known what to be aware of the process of delivery and support processes from COBIT framework, after that the author  conducted a survey in the educational administration subdivision  to obtain management information systems about the sub-division of Faculty of Engineering, Pasundan University next step is to do the analysis data in that department then next step is to focus on the target level of Faculty of engineering and the last step is to  measure the maturity level based on COBIT framework for these Delivery and support process such as:

· DS3 manage performance and capacity, 

· Ensure continuous service, 

· Manage service desk and incidents, 

· Manage operation,
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