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Abstract
This study aims to delve into the sociological dimensions and repercussions of cyber law on cyber-based mass media and social media freedoms in Indonesia while shedding light on questionable aspects of the country’s cyber laws. Employing qualitative research methods encompassing theoretical and investigative perspectives, the study combines normative juridical research with a legal, sociological approach and an observational survey approach. Data collection involved an examination of legal materials on information technology alongside interviews with cyber-policymaking bodies, stakeholders, cyber-media houses, journalists, bloggers, and social media influencers. The collected data were scrutinized through descriptive analysis to clarify the sociological and legal impacts of Indonesia’s cyber law on media and social media. The findings reveal that implementing cyber law in Indonesia carries substantial sociological implications for both the media and society. It highlights questionable aspects of the existing cyber laws, as they pose challenges to upholding the rule of law and safeguarding social and media freedoms in the country. The insights derived from this study hold relevance for research endeavors focusing on the sociological aspects of cyber law in developing countries. This study contributes to a deeper understanding of the evolving digital landscape and emphasizes the need to address pertinent issues while balancing legal regulations and societal freedoms.
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1. Introduction
Increased internet connectivity has facilitated significant growth and enhanced online activity among Indonesians, leading to transformative changes in the media landscape. The advent of the internet has brought about numerous new phenomena, enabling the dissemination of information with increasing freedom and empowering individuals to wield influence over the media. However, this rise in communication technology has also raised concerns regarding social monitoring, necessitating the development of adaptable information tools [1].
Social media platforms have become popular for individuals to voice their ideas and opinions [2]. Beyond mere entertainment, social media interactions such as links, trivia, polls, ratings, and other online engagement activities strengthen social connections and offer communities a unique window into the perspectives of others daily [3]. In response, local governments in Indonesia have been compelled to balance accountability, transparency, accessibility, and service delivery. The increased civic participation facilitated by social media plays a vital role in promoting democratic avenues of community engagement and civic responsibility, ultimately enhancing government service delivery [4].
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Both society and governments have embraced social media, with the latter utilizing these platforms to provide complementary channels for information sharing, connection, and engagement. By allowing individuals to contact governments and government officials, social media enables more informed decision-making processes [4, 5]. This improved communication has enabled local governments to receive valuable insights and better understand residents’ perspectives, enhancing operational efficiency and effectiveness [5].
Governments and businesses have also leveraged social media to categorize and forecast public sentiments by analyzing the content and feedback posted on these platforms [6]. Governments can determine suitable solutions and address public concerns by understanding the public’s views on various issues [5]. While the increased connection and public acceptance of social media have yielded significant development benefits and increased citizen involvement in Indonesia, they have also given rise to problematic issues. In response, the Indonesian government has sought to address these concerns, leading to the emergence of questionable aspects that have impacted society. This study explores the sociological impact of cyber laws on media, specifically focusing on the Virtue Community and controversies in Indonesia. The study combines normative juridical research and an observational survey approach by employing qualitative research methods encompassing the theoretical and investigative perspectives. Data collection involves examining legal materials related to information technology and conducting interviews with key stakeholders, including cyber-policymaking bodies, cyber-media houses, journalists, bloggers, and social media influencers.
There has been little published study on the social effects of cyber laws on media freedoms in Indonesia. Previous research on relevant themes, such as the use of social media in government communication and local government service delivery in underdeveloped countries, has been conducted [3, 5]. These studies have underlined the importance of social media in promoting democratic participation, enhancing government operations, and gauging public mood. Nonetheless, there is a knowledge deficit on Indonesia’s unique sociological effects of cyber laws on media and social media freedoms. This study seeks to address that void by conducting an in-depth topic analysis.

2. Literature Review
2.1. Virtue Community Social Aspects of Cyber Law
The sociology of cyber law comprises a variety of techniques that investigate the function of cyber law within society, drawing on the underlying notion of the sociology of law. The empirical analysis and understanding of the complex relationships between cyber law, legal features, institutions, and social issues are central to this field of study [7, 8]. It delves into a variety of socio-legal topics, such as the social growth of legal institutions, forms of social control, legal regulation, the interaction of legal cultures, the social construction of legal concerns, the legal profession, and the link between law and society [9–11]. To improve its knowledge of legal phenomena, the sociology of law frequently depends on research from other disciplines, such as comparative law, legal theory, law and economics, and law and literature [12–14]. Within the multidisciplinary landscape of legal analysis, sociological elements focus on institutional dynamics shaped by social and political contexts, thereby contributing to the shaping and influence of legal norms [15].
In everyday life, common societal discourse is a practical guide for individuals despite not being grounded in empirical science. This discourse does not strictly differentiate between facts and values, leading to evaluations of reality as statements about the current situation and what is considered just [16–18]. For instance, “cyber” in common societal discourse may be associated with digital devices and the internet, while “illegal” conveys something that should be avoided or reported to authorities. The sociology of law views law as a measurable variable, where changes in social control by authorities correspond to changes in this variable [16, 19]. Its goal is to predict and explain variations in the quantified aspects of law, considering the specific social context, the individuals involved, their relationships, and the broader societal setting in which their interactions occur [16, 20]. In contrast to the general perception of law found in citizens’ discourse, the sociology of law highlights the significance of the criminal or illegal element in understanding citizens’ reporting behavior and emphasizes the importance of the seriousness of activity in determining the likelihood of reporting it to authorities [16, 19, 21].
The law, including cyber law, is designed to bring control, governance, guidance, and order to society. The interactions between different aspects of the law, society, and the internet have been extensively studied in previous research. By examining these interplays, scholars have gained insights into the complex dynamics and implications of legal frameworks in the digital age.
2.2. Cyber Mass Media
Like other sectors, the mass media recognized the necessity of moving their activities online, although not without concerns. Cyberspace brought new technologies and socio-legal and political developments that blurred the line between media elites, mediocrity, and even less reputable sources. Scholars argued that the institutional and technological contexts in which journalism operates are influenced by cyberspace, potentially reshaping the definition of journalism itself and its relationship with the audience [22–26].
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While cyber media strengthens democracy, it is not without challenges. Power elites can exploit it to defend their viewpoints and exert more effective control, leading to an interweaving of the media and society [25, 27]. In developing countries, the question arises as to whether the majority of society possesses sufficient digital literacy to navigate through real mass media platforms and social media amidst the influx of distracting paid content [28]. Additionally, the lack of user data protection laws and policies in many developing countries has fostered reluctance among individuals to share personal information online, which poses challenges for media outlets that rely on subscriptions to distribute their content. The need for ethical cyber media management regarding social issues has become increasingly apparent to media outlets [29]. In Indonesia, collaboration between the Indonesia Press Board, media organizations, academia, and civil society led to the establishment of cyber-media news coverage rules in 2012, governed by Law Number 40 Year 1999 on the press and journalistic ethics. These standards require periodic assessments of sensitive and challenging topics in news coverage [28]. Criticism has been directed at recent media freedoms in Indonesia due to incidents where government censorship and internet shutdowns were employed, often on the grounds of national security or moral concerns [30, 31].
Maintaining the public’s trust in cyber media requires unbiased and accurate reporting that reflects the reality of events rather than favoring specific organizations or political perspectives. Concerns about questionable news reporting tendencies, particularly in online media, have deviated from established journalistic ethics, prompting calls to review news coverage regulations. Despite the large number of Indonesian cyber-media outlets, only 68 are formally registered and adhere to the rules set by the Indonesian Press Board [28]. Dissatisfaction within segments of society and the media fraternity persists regarding the coverage of contentious issues by cyber-media outlets, leading to ongoing discussions and potential sanctions for publishers who breach Indonesian laws [30].
2.3. Social Media
Social media, characterized by high decentralization and virtual organization, has become a collection of technologies that facilitate detailed data exchange in a virtual environment [32, 33]. Policymakers recognize the potential of social media to enhance information management, increase transparency, and foster user collaboration during decision-making processes [34]. The widespread usage of social media in industrialized emerging economies like Indonesia is evident, with a growing number of wireless access users, particularly among the younger population. Indonesian culture has embraced social media platforms, permeating various social, economic, and political aspects, especially in urban areas [31, 35]. Social media serves as a platform for expression, communication, and public policy integration, allowing active accounts to publish content that facilitates communication [36]. The extensive internet usage in Indonesia, with an estimated 142.8 million users, highlights the significant presence of social media and its impact on society (Masduki, 2022). Transparency is crucial in generating ideas, raising finance, and improving decision-making processes [37]. Social media networks can deliver timely and accurate data by encouraging meaningful interaction among individuals involved in decision-making [38].
The role of social media as a news source has grown, providing instantaneous and widespread access to the most recent coverage and catering to specific user interests and demographics [39, 40]. Social media platforms offer the possibility of microblogging to niche audiences, enabling users to publish content with the power and influence of a media house without the traditional responsibilities [41]. The increased use of social media has raised expectations for civic involvement and political participation, highlighting Indonesia’s active participation in social media [35, 42]. While social media platforms have been hailed for their potential to foster citizen involvement, civic dialogue, and transparency, critical voices have emphasized the negative effects of surveillance, privacy invasion, misinformation, and extremist online communities [35]. Social media has facilitated the spread of harmful content, including fake news and divisive ideologies, amplifying societal problems and crimes [30, 43]. Instances of blasphemy trials in Indonesia exemplify the controversies surrounding cyber law and the country’s struggles with social media and the internet [30].
The rise of social media and cyberspace in Indonesia has brought about social and political issues, exacerbating existing societal divisions and challenges within the political, social, and economic systems [30]. However, the policy responses of the Indonesian government to these challenges raise concerns regarding the rule of law and the preservation of societal and media freedoms.
3. Research Methodology
This study used a qualitative approach, combining normative legal research and observational surveys. The normative legal research component involved an extensive review of primary and secondary sources obtained through library research. This approach allowed for a comprehensive examination of relevant legal materials. Additionally, the study incorporated observational survey research, a reliable method for capturing the current and prevalent conditions at a specific time. Using this technique, the study obtained accurate and trustworthy information to support its findings [44].


3.1. Study Sample
The population for this study consisted of three cyber-policy regulatory bodies in Indonesia, three mass media organizations with active online publishing platforms, three bloggers, and three active social media users/influencers. Purposive sampling was employed to determine the study sample. This sampling method was chosen to ensure easier access to the sub-group of individuals and organizations involved in cyber-policymaking, cyber-law, and cyber-media activities who possess valuable information related to the research objectives. The study sample was specifically selected from bodies recognized as key custodians of cyber-law in Indonesia and from organizations and individuals actively engaged in cyber-media activities.

3.1.1. Cyber-law Custodial Bodies
The unit of analysis for this study was organizations; therefore, data were collected from the leadership of each organization to represent their respective organizations best. The organizations included the Indonesia Security Incident Response Team on Internet and Infrastructure (Id-SIRTII), established in 2007 as an independent state body responsible for monitoring cyber threats and handling legal matters related to cyber disputes. The Directorate of Information Security and Cryptography, established in 2010 under the Ministry of Communication and Information Technology (MCIT), was another organization included in the study. The national cyber authority, Badan Siber dan Sandi Negara (BSSN), which centrally coordinates Indonesia’s cyber governance across the government, was also part of the study. As the organization was the focus of analysis, the information gathered from the heads of these organizations was considered representative of the required data from each organization.

3.1.2. Cyber-media Operatives
The units of analysis in this study were organizations and individuals. The information collected from the heads of these units was considered reflective of the necessary data to make informed decisions. The organizations included mass media organizations with online publication platforms, while the individuals comprised bloggers and active social media influencers. It is important to note that the anonymity of this population was maintained as per the respondents’ request. This was done to protect them from any potential consequences that may arise after the publication of this study.
3.2. Data Collection
The literature reviewed for this study primarily consisted of online sources focusing on Indonesian cyber-law, the social aspects of cyber-law, and the role of mass media and social media in Indonesia. During the interviews, specific questions were posed to the cyber-law custodial bodies, as outlined in Table 1. Similarly, Table 2 presents a selection of questions directed toward the individuals identified as cyber-media operatives. The structured questions were designed to gather information directly related to the study’s scope and objectives.

Table 1. Some of the questions were directed to respondents from cyber-law custodial bodies

	1.	What Indonesian legislation constitutes cyber law?

	2.	How does Indonesian law enforcement identify and designate an online activity as illegal?

	3.	What is the legal basis for censoring the internet and or internet content?

	4.	Why is Indonesia not having a data protection law?

	5.	How is the Indonesian legal system dealing with disinformation?



Table 2. Some of the questions were directed to respondents from cyber-law custodial bodies

	1.	What does Indonesian cyber law as a cyber-media organization?

	2.	What legal implications do you deal with as social media operative in Indonesia?

	3.	Are you free to publish any content you wish as an online publisher in Indonesia?

	4.	How do you deal with disinformation, a social media operative?

	5.	What is your take on data protection in Indonesia?



Here is a brief description of the methodology process:
1. Begin the qualitative study by combining normative legal research and observational surveys.
2. Define the study sample: three cyber-policy regulatory bodies, three mass media organizations, three bloggers, and three social media users/influencers.
3. Collect data from the selected organizations’ leadership and individuals involved in cyber-media activities.


4. Conduct normative legal research by extensively reviewing primary and secondary sources related to Indonesian cyber-law, social aspects of cyber-law, and the role of mass media and social media in the country.
5. Use observational surveys to capture current and prevalent conditions related to the research objectives.
6. Pose specific questions to the cyber-law custodial bodies, focusing on topics such as Indonesian legislation constituting cyber-law, identification of illegal online activities, the legal basis for internet censorship, the absence of data protection law in Indonesia, and the handling of disinformation by the legal system.
7. Pose specific questions to the cyber-media operatives, addressing their understanding of Indonesian cyber-law, legal implications faced as social media operatives, freedom to publish content as online publishers, approaches to dealing with disinformation, and perspectives on data protection in Indonesia.
8. Gather interview responses and data to support the study’s findings and analysis.
9. Analyze the collected data, incorporating the information obtained from normative legal research and observational surveys.
10. Interpret the findings and conclude the sociological impact of cyber laws on media in Indonesia.
11. Based on the study’s results, discuss the questionable issues in Indonesia’s cyber law.
12. Emphasize the need for safeguards, comprehensive measures, and a balanced approach to cyber law that upholds media freedoms while addressing societal concerns.
13. Provide recommendations for policymakers and stakeholders to enhance cyber-law frameworks and preserve democratic principles and societal cohesion.

4. Results
4.1. From Cyber-law Custodial Bodies
The collected data revealed that the custodial bodies responsible for cyber-law in Indonesia have distinct roles, including formulating and drafting cyber-laws and policies, monitoring the internet for cyber threats, and handling legal matters arising from cyber activities. The findings highlight that Information and Transaction Electronic Law (ITE Law) No. 11/2008 served as the initial framework for cyber law in Indonesia and was pivotal in shaping cyber-related governance and discourse in the country.
The results also indicate that Indonesian law enforcement identifies illegal cyber activity through various processes, including receiving victim complaints, online monitoring and surveillance, and collaborations with civil society organizations, the private sector, and academia. The investigation of cases typically involves forensic analysis of digital systems belonging to alleged perpetrators to gather sufficient evidence for prosecution. This process may encompass witness testimonies, interaction records, and cross-checking IP addresses with Internet Service Providers (ISPs) assistance. Additionally, criminal law and procedure provisions often address illicit cyber activity in Indonesia. Furthermore, the findings reveal that the enactment of the Law Against Pornography and Pornographic Acts, along with ITE Law No. 11/2008, provided legal grounds for Indonesia’s Ministry of Communication and Information Technology (MCIT) to employ internet control mechanisms, utilizing ISPs to censor or block content.
Despite the significant amount of data generated by online activities in Indonesia’s cyberspace, the country has yet to implement comprehensive data protection legislation. This study uncovers that although there have been calls from practitioners and the public, the draft Law on the Protection of Personal Data, first formulated in 2015, was submitted by the President to the House of Representatives in February 2020 but has not been passed yet. Previous research highlights Indonesia’s slow progress in enacting legislation related to cyberspace, with some attributing it to budgetary constraints in the law-making process.
The expansion of the internet in Indonesia has coincided with the proliferation of disinformation, which has been a significant issue [30]. In response, Indonesian authorities have implemented measures to combat disinformation through awareness campaigns conducted by MCIT agencies and their partners. Notably, a program aimed at countering the spread of disinformation was established, involving collaborations between cyber-media companies, journalists [35], and civil society organizations in Indonesia. Their joint efforts focus on monitoring the internet for hoaxes and debunking them before they gain wide dissemination.

4.2. From Cyber-Media Operatives
The responses from the media operatives surveyed in this study, including both organizational entities and individual influencers, highlighted several significant concerns. Individual respondents expressed frustration with annoying unsolicited messages, calls, mail, and advertisements, which they attributed, in part, to the uncontrolled circulation of


their contact information and personal data due to the absence of regulations on personal data use in Indonesia. These respondents strongly expressed their desire for Indonesian cyber law to regulate personal data and address these issues. On the other hand, cyber-media organizations raised concerns about cloning and spoofing of their platforms, as well as fraudulent activities such as cloned academic journals used to collect fees from unsuspecting victims. The respondents reported instances where platform spoofing was utilized by perpetrators seeking to disseminate disinformation or attract user traffic by impersonating platforms with high engagement. These challenges underscored the need for increased cybersecurity measures to protect the integrity of cyber-media organizations.
The study revealed that the media operatives surveyed did not have complete freedom to publish as they wished, as their content had to comply with the provisions of Indonesian law. Certain issues and topics perceived as potentially problematic by the authorities were often not published in the desired manner due to concerns about community backlash, censorship, and potential legal consequences. However, some respondents supported certain censorship measures, arguing they were necessary to uphold the country’s moral values. Three influencers disclosed that they operated direct messaging groups with encrypted content, allowing them to engage in discussions deemed sensitive and subject to censorship on open media and social media platforms. By sharing such information within these closed groups, they aimed to keep society informed despite the restrictions imposed on public discourse.
One blogger emphasized that cyber law significantly impacted the information society received due to censorship. They noted that censored information often found alternative channels through actors who chose not to abide by the law or through “non-established” actors, leading to concerns about the quality of information available to the public. The blogger further highlighted that many internet users resorted to tools like virtual private networks (VPNs) to bypass censorship and avoid detection or sanctions by the authorities. In addressing the issue of misinformation and disinformation, media houses stressed the importance of fact-checking their information before publication and taking prompt corrective action in case of any errors to mitigate potential social and legal consequences. Additionally, one social media influencer revealed her involvement as a volunteer in an initiative dedicated to countering disinformation by sharing debunked hoaxes and cautioning her followers about the circulation of false information.
These findings underscore the challenges cyber-media operatives face in navigating data privacy, censorship, misinformation, and disinformation in the context of Indonesian cyber law.

5. Discussion
The findings of this study reveal the influence of culture on societal perceptions of cyber law. Supportive attitudes toward internet censorship are influenced by cultural preferences for reducing exposure to ambiguity and uncertainty [45]. In the Indonesian context, the importance of social harmony has led to the perception that the government should protect societal peace by regulating certain content [45, 46]. The enforcement of cyber-law through internet surveillance and monitoring, as well as the response to reported complaints, has resulted in known internet users, such as media houses and influential individuals, refraining from engaging with sensitive content due to fear of sanctions [47, 48]. This illustrates how the law influences people’s behavior, even when their personal preferences differ.
The impact of cyber-law on cyber-media is evident in the findings, as encrypted direct messaging groups have emerged as alternative channels for information sharing and social discourse, allowing individuals to bypass censorship [49, 50]. This finding aligns with studies conducted in Iran and highlights the societal response to internet censorship.
The concerns expressed by respondents regarding the possibility of facing sanctions or prosecution for cyber activities reflect elements of authoritarianism and suppression of free speech in Indonesia [30]. Examples of blasphemy cases and the use of cyber law to target political opponents demonstrate the potential for the exploitation of legislation to stifle dissenting voices [47, 48, 51]. The absence of a user data protection policy in Indonesia has led to cautious internet usage and reveals the slow progress in enacting relevant legislation [30]. Existing laws related to personal data create confusion and overlap, making implementation challenging [52]. The rampant manipulation of personal data by criminal elements and corrupt officials further highlights the need for stronger data protection measures [30]. In light of the insights from this study and previous research, it is clear that cyber-laws in Indonesia have broader implications beyond guiding online activities, significantly impacting the relationship between society and the media, both in cyberspace and in real life. The distorted use of cyber-laws and technologies to promote divisive sentiments raises concerns about rising authoritarianism, socio-religious intolerance, and political opportunism [30].

6. Questionable Issues in Indonesia’s Cyber Law
The flagship cyber-law in Indonesia is ITE Law No.11/2008, which underwent revisions in 2016. While some positive changes were made, such as the inclusion of provisions for data breach notification and the right to be forgotten, additional amendments granted officials the power to directly block electronic information they deemed prohibited, posing threats to free expression [30, 52, 53]. The amendments strengthened the legal basis for banning online content and increased administrative authority under the ITE Law. Article 40 of the revised law grants officials the authority to


ban internet material and directs ISPs to do so directly [30, 54]. Censorship in Indonesia initially targeted pornographic material but has expanded to include blocking blogs, platforms, and social media accounts that express socio-political critical discourse, raising concerns about the suppression of socio-political expression [30].
The BSSN, responsible for controlling Indonesia’s internet and content moderating, has shown concern about disinformation and implemented policies regulating cyberspace. However, the stricter regulation and control raise concerns about the potential curtailment of online liberties [54, 55]. Using technologies like the Cyber Drone 9 to automate censorship further tightens the suppression of online freedoms [45, 55]. Questionable issues arise regarding the cyber-law reform of the Criminal Code, particularly Article 309, which criminalizes disinformation resulting in a disturbance without clearly defining what constitutes a disturbance [56]. This ambiguity poses a risk to freedom of speech, as it can potentially be used to prosecute journalists, bloggers, and social media activists [30, 31, 57].
These developments raise concerns about strict censorship, the potential misuse of power, and the suppression of socio-political expression. Combining these factors seriously risks Indonesia’s online social freedom. Implementing drastic amendments, using automated censorship technology, and the readiness to censor online social expression irrationally cast doubt on recent progressions in Indonesia’s cyber-law. These developments highlight the need for safeguards and comprehensive measures to address cyberspace-enabled problems. The risk to Indonesia’s cyber-media and online social freedoms requires careful consideration and a strengthened cyber-legal framework [58, 59].
7. Conclusion
Implementing cyber laws in Indonesia has substantial sociological implications for the media and society. Questionable aspects of existing cyber laws are highlighted, as they pose challenges to upholding the rule of law and safeguarding social and media freedoms. The study uncovers concerns regarding internet censorship, the lack of comprehensive data protection legislation, and the potential for the misuse of cyber laws to suppress free speech and stifle dissenting voices. The study underscores the need for a balanced approach, considering legal regulations while preserving societal freedoms. It emphasizes the importance of addressing pertinent issues in cyber law to maintain a democratic and inclusive digital landscape. The insights derived from this study hold relevance for Indonesia and other developing countries grappling with similar challenges. To enhance media freedoms and societal well-being in the digital age, policymakers and stakeholders must prioritize the development of comprehensive and inclusive cyber laws. These laws should protect individuals’ privacy, uphold freedom of expression, and promote responsible media practices. Additionally, there is a need for increased transparency, accountability, and public participation in formulating and implementing cyber laws to ensure that they align with societal needs and values. By addressing the questionable aspects of cyber laws and fostering a favorable environment for media and social media freedoms, Indonesia and other developing countries can navigate the evolving digital landscape while preserving democratic principles and societal cohesion. Overall, this study contributes to a deeper understanding of the sociological dimensions of cyber laws and their impact on media freedoms. It provides valuable insights for researchers, policymakers, and stakeholders in shaping cyber laws and navigating the digital era’s complex relationship between law, media, and society.
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